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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
02/12/2009 has been entered. 

Status of Claims 

Claims 1 and 4 have been amended. Claims 10-14 have been added. Claims 1-14 are 
pending and have been considered below. 

Claim Objections 

2. Claim 14 is objected to because of the following informalities: Claim 14 recites 
the limitation of "a rewritten area", the examiner believe it should be "a rewritable area". 
Appropriate correction is required. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1-14 have been considered but are 
moot in view of the new ground(s) of rejection. 
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Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

5. Claims 1 , 3, 5, 7, 10 and 12 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Beuten et al herein after Beuten (US 7,313,703). 

Claims 1 and 10. Beuten discloses a process and a device for protecting at 
least one motor vehicle component against manipulation in a control device, 
which comprises at least one microcomputer and at least one memory module 
(column 4, lines 24-30), said method comprising: 

dividing a code necessary for operation of the control device into at least one 
master code, said master(c/?ec/csum), code comprises information essential for 
operation of the control device(co/umn 5, lines 17-24), and at least one sub- 
co6e(control program), said sub-code which comprises additional information for 
operation of the control device(co/i/mn 5, lines 9-17), 

Storing at least the master code in the microcomputer (column 4, lines 3-20); and 
Causing the master code to monitor manipulation of the sub-code (to check for 
control program manipulation a checksum is calculate)(column 5, lines 33-55). 
Claim 5. Beuten discloses a control device for a motor vehicle comprising: 
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at least one microcomputer (column 4, lines 950-60); 

at least one memory module {column 4, lines 50-60); 

a code which is necessary for operation of the control device, being divided into 
at least one master code which comprises information which is essential for 
operation of the control device (column 5, lines 17-24), and at least one sub-code 
which comprises additional information for operation of the control device 
(column 5, lines 9-17); 

Wherein at least the master code is stored in the microcomputer and contains a 
software function module for detection of manipulation within the sub-code (to 
check for control program manipulation a checksum is calculate) (column 5, lines 
33-55). 

Claims 3, 7 and 12: Beuten discloses a process, a control device and a device 
as in claims 1 , 5 and 1 0 above, and Beuten further discloses wherein said storing 
step comprises storing the sub-code in a rewritable area of the 
microcomputer(column 4, lines 50-67). 



Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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7. Claims2, 6 and 1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Beuten et al (US 7,31 3,703) in view of Krauter et al herein after Krauter (US 
2001/0027524). 

Beuten discloses a process, a control device and a device 
as in claims 1 , 5 and 10 above, but does not explicitly discloses wherein said 
storing step comprises storing the master code in a read-protected area of the 
microcomputer which is writable only once. However, Krauter disclose a process 
and device for protecting a digital controller against manipulation of it program, 
which further discloses wherein said storing step comprises storing the master 
code in a read-protected area of the microcomputer which is writable only once 
(paragraph [0016])). Therefore, it would have been obvious to one having 
ordinary skill in the art at the time the invention was made to modify the teaching 
of Beuten such store the master code in read protected area. One would have 
been motivated to do so in order to reliably and easily detect manipulation of 
control program the content of a microcomputer as taught by Krauter (paragraph 
[0008]). 

8. Claims 1-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Beuten et al (US 7,31 3,703) in view of Schwartz (US 6,81 6,953). 

Claims 4, 8 and 13. Beuten discloses a process, a control device and a device 
as in claims 1 , 5 and 1 0 above, but does not explicitly discloses wherein said 
storing step comprises storing the sub-code in a rewritable area of at least one 
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externa; " module. However, ee discloses a process and device for 

securing a computer, which further discloses wherein said storing step comprises 
storing the sub-code in a v % ^ ^ ^ ^ , " \ 1 \ > : 

(Fig, 1 , Item 15). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify the teaching of 
Beuten such to store the sub-code on external storage. One would have been 
motivated to do so in order to secure a microcomputer as taught by Schwartz 
(column 1, lines 50-60). 



9. Claims 1-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Beuten et al (US 7,31 3,703) in view of Hurich (US 6,81 6,953). 

Claims 9 and 14. Beuten discloses a process, a control device and a device as 
in claims 1 , 5 and 10 above, but does not explicitly discloses wherein at least one 
part of the sub-code is stored encrypted in a rewritable area and the master code 
is used to generate a key for decryption. However, Hurich discloses a process 
and device for protecting a microcomputer system against manipulation of its 
program, which further discloses wherein at least one part of the sub-code is 
stored encrypted in a rewritable area and the master code is used to generate a 
key for decryption (column 3, lines 15-36). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made 
to modify the teaching of Beuten such to encrypt the sub-code and to use the 
master to generate a decryption key. One would have been motivated to do so in 
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order to protect the content of a microcomputer as taught by Hurich (column 2, 
lines 47-55). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Fatoumata Traore whose telephone number is (571) 
270-1685. The examiner can normally be reached Monday through Thursday from 7:00 
a.m. to 4:00 p.m. and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nassar G. Moazzami, can be reached on (571) 272 4195. The fax phone 
number for Formal or Official faxes to Technology Center 2100 is (571 ) 273-8300. Draft 
or Informal faxes, which will not be entered in the application, may be submitted directly 
to the examiner at (571 ) 270-2685. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the Group Receptionist whose telephone number is 
(571)272-2100. 
Friday, September 25, 2009. 
IF. 1.1 

Examiner, Art Unit 2436 

/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2436 



